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ARTICLE INFO ABSTRACT

Keywords: Artificial Intelligence (AI) enhances knowledge management systems by improving efficiency and personaliza-

Artificial intelligence tion, but its rapid adoption raises ethical concerns. This study examines the ethical considerations in Al-based

glh‘ user profiling for knowledge management systems, with a focus on academic environments. The review
thics

employed thematic analysis to summarize existing research on ethical challenges and proposed new ways to
integrate ethical considerations into Al-driven knowledge management systems. The review analysed 102 peer-
reviewed articles published between 2020 and 2024 from major scientific databases such as IEEE Xplore, ACM
Digital Library, and Scopus. The findings show that privacy 27.9 % and algorithmic bias 25.6 % had major ethical
concerns revealing disparities between theoretical frameworks and implementable solutions. Five key bias
sources were also identified: data deficiencies, demographic homogeneity, spurious correlations, improper
comparators, and cognitive biases. While 73 % of the reviewed frameworks acknowledge at least one ethical
consideration, only 28 % propose practical strategies to address them. Some promising approaches include
explainable Al techniques, privacy-preserving algorithms, and fairness-aware machine learning. However, there
are still gaps in addressing the long-term societal impacts. The study recommends the implementation of an
Ethical AI Feedback Loop (EAFL) system, which continuously monitors, evaluates, and adjusts user profiling
algorithms based on predefined ethical metrics. Additionally, the study introduces the concept of "Ethical Debt"
to quantify and manage the long-term ethical implications. These innovative approaches aim to integrate ethical
considerations directly into Al-based knowledge management systems, promoting responsible and adaptable user
profiling practices.

User profiling

Knowledge management systems
Algorithmic bias

Explainable Al

1. Introduction then, the field has expanded considerably with the emergence of more

advanced Al techniques. For example, Tohalino et al. developed a deep

In digital transformation, the integration of knowledge management
systems is essential for the success of organizations, particularly in ac-
ademic and educational settings. The growing reliance on artificial in-
telligence (AI) and machine learning (ML) techniques for data mining
and user profiling has promised improvements in efficiency, personali-
zation of learning experiences, and enhanced decision-making pro-
cesses. However, the rapid adoption of AI technologies has surpassed the
development of ethical frameworks to regulate their use, leading to
concerns regarding privacy, bias, transparency, and individual auton-
omy [1].

The concept of Al-driven user profiling in knowledge management is
not new. Early work by Godoy and Amandi laid the foundation for
intelligent user profiling in personal information agents, showcasing
how machine learning could create adaptive user profiles [2]. Since
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learning model that effectively predicted a user’s research interests with
an impressive success rate, relying exclusively on their history of
viewing abstracts . These developments underscore both the potential
advantages and ethical challenges linked to Al-driven profiling, espe-
cially as these systems gain greater prevalence and influence [3].
Privacy stands out as one of the most key ethical concerns. The
ability of Al to collect, analyse, and infer sensitive information from
seemingly innocuous data has raised worries among users. A survey
conducted revealed that 68 % of users expressed concerns about the
privacy of their data in AI systems [4]. Such concerns are justified, as
Kosinski et al. demonstrated the capability of Al to predict sensitive
attributes, such as political orientation, with up to 88 % accuracy based
on a user’s Facebook likes [5]. These capabilities emphasize the need for
transparent data practices and user education to mitigate privacy risks.
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Furthermore, the introduction of regulations like the General Data
Protection Regulation (GDPR) in Europe has added another layer to the
privacy debate [6].

Algorithmic bias presents another ethical challenge in Al-driven
knowledge management systems. A seminal study revealed gender and
racial bias in commercial facial recognition systems with error rates high
for individuals with darker skin tones, especially females, compared to
males with lighter skin tones [7]. The implications of such biases in
knowledge management are profound, as they can result in inequitable
access to educational resources and opportunities. Baker and Hawn
discovered gender bias in Al-driven educational platforms where male
users were recommended more in career suggestions for STEM fields
than their female counterparts, despite identical profiles [8]. It is
important to address these biases to ensure fairness in Al-driven
knowledge management systems.

Transparency and explainability are vital for establishing trust and
accountability in Al systems. Users may find it challenging to trust or
comprehend the outcomes produced by these systems without clear
explanations of how Al algorithms make decisions. Adadi et al. (2018)
analysed 381 papers on explainable Al and noted that while 47 % of the
studies recognized the importance of interpretability, only 5 % proposed
concrete methods for achieving it in complex models [9,10]. This
knowledge gap is particularly concerning in the context of education,
where Al-driven decisions can impact students’ futures. These findings
emphasize the need to enhance transparency and explainability in Al
systems, particularly in situations where decisions can have long-term
consequences.

User autonomy is among the complex ethical concerns surrounding
Al-driven systems. While personalization can enhance the user experi-
ence, it also raises questions about the potential influence or manipu-
lation of user behaviours by AI systems. Another study conducted a
philosophical analysis of Al-mediated persuasion in digital environ-
ments, including educational platforms, and argued that AI systems
capable of inferring psychological traits from digital footprints could
subtly manipulate user behaviours [11]. For instance, Matz and Kosinski
(2019) demonstrated the ability to predict consumer’s psychological
characteristics based on their digital footprints [12]. These capabilities
introduce ethical dilemmas related to autonomy and the extent to which
Al systems can or should influence users’ decisions and behaviours.

Despite the prevalence of well-documented ethical concerns, the
scholarly literature lacks comprehensive frameworks that specifically
address these issues within the domain of knowledge management sys-
tems. While individual studies have proposed solutions to distinct
ethical challenge such as, differential privacy techniques or fairness
constraints in machine learning models, a holistic approach that en-
compasses multiple ethical dimensions is still absent [13,14].

This critical review aims to fill this gap by synthesizing existing
research on ethical considerations in Al-based user profiling for
knowledge management systems. The review has two primary objec-
tives: first, to conduct an exhaustive analysis of the current state of
ethical awareness and strategies for mitigating concerns in this field; and
second, to propose innovative approaches, grounded in technical foun-
dations, for integrating ethical considerations directly into Al-driven
knowledge management systems. By doing so, this research aims to in-
fluence the future development of ethical AI within educational and
organizational contexts. As Al continues to permeate various aspects of
knowledge management, ranging from content recommendations to
adaptive learning paths, the need for robust ethical frameworks to guide
its implementation becomes increasingly salient.

2. Related works

The ethical implications surrounding user profiling in knowledge
management systems that are based on artificial intelligence (AI) have
gained attention in recent years within academic discourse. As Al sys-
tems continue to permeate various domains, the ethical concerns
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pertaining to their utilization, particularly in user profiling, have
become important to address. Core themes such as bias, privacy,
transparency, and the impact of Al on user behaviour are central to this
ongoing discussion. Recent research, such as the comprehensive review
conducted on bias and ethics in Al systems employed in auditing, serves
as a robust foundation for comprehending the existing landscape of
ethical considerations related to Al-driven knowledge management
[15].

Bias in AI systems emerge as one of the most examined ethical
concerns. A review by Murikah et al. (2024) identified five primary
sources of bias in Al systems, namely data deficiencies, demographic
homogeneity, spurious correlations, improper comparators, and cogni-
tive biases [15]. These findings establish a framework for understanding
the origins of algorithmic bias, extending previous scholarship in this
field. In educational sector, a study examined Al-driven educational
platforms and uncovered gender bias in career recommendation [8].
This corroborates the observations made regarding how demographic
homogeneity and improper comparators can result in discriminatory
outcomes by other studies [15,16].

While bias remains a prominent concern, privacy also emerges as a
ethical challenge in the context of Al-based user profiling. Privacy
continues to be a paramount issue when considering Al-driven knowl-
edge management systems. The ability of Al systems to infer sensitive
information from seemingly harmless data further amplifies these pri-
vacy concerns. A study illustrated this risk by achieving 82 % accuracy
in predicting an individual’s age group solely based on their Instagram
behaviours and profiles [17].

Beyond privacy, the ethical implications of transparency and
explainability in AI systems also present challenges. Transparency and
explainability are essential for ensuring ethical oversight in Al systems;
however, achieving these goals remains difficult. The review of 381
papers on explainable Al (XAI) revealed a gap between the Al research
community’s acknowledgment of the importance of interpretability and
the development of practical methods to achieve it [10]. While nearly
half (47 %) of the studies recognized the need for interpretable Al sys-
tems, only a small fraction (5 %) proposed concrete approaches for
making Al models more transparent and explainable. Expanding on this
research, a study emphasized the necessity of algorithmic guardrails to
enhance interpretability and assess model behaviours [15]. In the realm
of knowledge management systems, guaranteeing transparency and
explainability in AI algorithms is pivotal for cultivating trust and
accountability .

In addition to transparency, AI’s influence on user behaviour in-
troduces yet another layer of ethical complexity. The capacity of Al
systems to shape user behaviour gives rise to intricate ethical inquiries
as shown by a philosophical analysis of Al-mediated persuasion in dig-
ital environments, such as educational platforms [18]. This discourse
gains even greater relevance when considering expanded exploration of
various ethical risks, including conflicts between efficiency gains and
audit rigor, erosion of accountability, and privacy violations resulting
from uncontrolled exploitation of personal data [15]. Striking a balance
between the benefits of Al systems and the ethical risks associated with
their ability to mould user behaviour calls for meticulous consideration
[19].

Despite the extensive research on individual ethical concerns, the
literature reveals a conspicuous absence of holistic frameworks that
address the interconnectedness of various ethical issues. While indi-
vidual ethical concerns have received considerable attention, the
interplay between privacy, bias, transparency, and autonomy in Al-
based knowledge management systems remains largely unexplored. It
was observed that existing studies primarily focus on isolated aspects of
ethical AI without fully considering their interdependencies [15]. This
observation underscores the substantial gap between theoretical ethical
guidelines and practical implementation strategies. Bridging this gap
necessitates a more comprehensive approach that integrates these con-
cerns into a cohesive framework [20].
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The literature also reveals inconsistencies in approaches to miti-
gating ethical risks. Some researchers advocate for stricter regulations,
while others argue for technical solutions such as differential privacy or
fairness constraints in machine learning models. Despite these efforts,
inconsistencies remain in how these approaches are implemented.
Addressing these inconsistencies, research suggests using causal
modelling, representative algorithmic testing, periodic auditing of Al
systems, human oversight alongside automation, and embedding ethical
values into system design [15].

These gaps and inconsistencies underscore the need for a compre-
hensive framework that not only addresses individual ethical concerns
but also provides practical guidelines for implementation in knowledge
management systems. The proposed "Ethical Al Feedback Loop" system
and the concept of "Ethical Debt" aim to address these gaps by offering a
holistic, implementable approach to ethical Al in knowledge manage-
ment. By integrating these ethical considerations into the design and
operation of Al systems, users can better navigate the complex ethical
landscape of Al-driven knowledge management systems.

3. Methodology

This study employed a systematic literature review methodology to
comprehensively analyse the ethical considerations in Al-based user
profiling for knowledge management. As illustrated in Fig. 1, the review
process adhered to the PRISMA (Preferred Reporting Items for System-
atic Reviews and Meta-Analyses) guidelines to ensure transparency and
reproducibility [21].

3.1. Search strategy and data sources

A comprehensive search was conducted across multiple scientific
databases, including Web of Science, Scopus, IEEE Xplore, ACM Digital
Library, and Google Scholar. The search strategy employed a combina-
tion of keywords and Boolean operators to identify relevant literature.
The primary search string was as follows: ("artificial intelligence" OR
"machine learning" OR '"deep learning") AND ("user profiling" OR
"personalization") AND ("knowledge management” OR '"information
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systems") AND ("ethics" OR "bias" OR "fairness" OR "transparency" OR
"privacy")

To capture a contemporary view of the field, the search was limited
to publications from 2020 to 2024. This timeframe was selected to
reflect the rapid advancements in Al technology and the evolving ethical
landscape. Fig. 1 shows the flow diagram for the selection process.

3.2. Inclusion and exclusion criteria

To guarantee the appropriateness and calibre of the chosen studies,
explicit inclusion and exclusion criteria were formulated. These criteria
encompassed articles subject to peer review that cantered on Al-based
user profiling, tackled ethical considerations, and were published
within the timeframe of 2020 to 2024. Solely empirical studies or sys-
tematic reviews with well-defined methodologies were considered. Non-
English publications, studies unrelated to knowledge management,
conference abstracts or posters, opinion pieces or editorials, and
research lacking a clear methodology were excluded. The consistent
application of these criteria was upheld throughout the screening pro-
cess, which comprised an initial evaluation of titles and abstracts fol-
lowed by a comprehensive assessment of the full texts.

3.3. Study selection process

The study selection process consisted of multiple stages. Initially, the
database search yielded 955 records, with an additional 150 records
identified through other sources, such as scanning reference lists. After
removing duplicates, 726 unique records remained for further
screening. Two independent reviewers conducted the initial screening of
titles and abstracts, resulting in the exclusion of 474 irrelevant studies.
The remaining 252 articles underwent a full-text assessment to deter-
mine their eligibility. Any disagreements between the reviewers were
resolved through discussion and consensus, with the involvement of a
third reviewer when necessary. Following the full-text review, 102
studies met all the inclusion criteria and were included in the qualitative
synthesis. The reasons for exclusion during the full-text stage were
carefully documented, including a lack of focus on knowledge

Identification

Records identified through
database searching n =955

Additional records identified
through other sources n =150

Records after duplicates
removed n=726

Records screened n=726

Records excluded n=474

Full-text articles assessed
for eligibility n=252

Full-text articles excluded,
with reason n=150

Studies included in
qualitative synthesis n =102

Fig. 1. PRISMA flow diagram of the study selection process.
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management, insufficient consideration of ethical aspects, a lack of clear
methodology, and a lack of specificity to Al-based user profiling.

3.4. Data extraction and quality assessment

The study developed a standardized data extraction form to sys-
tematically gather relevant information from each study that was
included in the research. The data that was extracted includes charac-
teristics of the study (authors, year, country, study design), Al technol-
ogies and user profiling methods that were utilized, context of
knowledge management, ethical considerations that were addressed and
key findings and recommendations. To evaluate the quality of the
studies that were included, the researchers adapted the ROBINS-I tool
(Risk Of Bias In Non-randomized Studies - of Interventions). This tool
has been modified to suit the specific context of the review, with a focus
on factors such as methodological rigor, clarity of ethical considerations,
and relevance to knowledge management. Two reviewers have inde-
pendently assessed each study, and any discrepancies were resolved
through discussion.

3.5. Data synthesis and thematic analysis

To ensure rigorous analysis, the study conducted inductive thematic
analysis on the 102 included studies. This involved coding ethical con-
siderations such as privacy and bias using NVivo 12, with inter-rater
reliability checks (k = 0.82). Iterative theme development was used
to categorize emergent patterns and quantifying prevalence of themes to
prioritize ethical risks. This method moves beyond descriptive sum-
maries to reveal actionable insights, as detailed in the results. The pro-
cess involved the following steps constructing an initial synthesis of
findings from the various studies, examining connections within and
between the studies and evaluating the reliability of the synthesis. The
thematic analysis process, as shown in Fig. 2, facilitated the identifica-
tion of patterns and trends within the literature.

For analysing the data, the study employed NVivo 12 software to

Initial Coding

Identify key concepts

v A 4

Theme Development Open Coding

Group related codes

A 4 v

Theme Refinement

Axial Coding

Integrate themes

A 4

Selective Coding

A 4

Final Thematic Framework |«

Synthesize findings

A 4

Narrative Synthesis

Fig. 2. Thematic Analysis Process.
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conduct coding and thematic. Further, formulated a coding framework
rooted in the ethical considerations identified in the literature, encom-
passing aspects such as privacy, bias, transparency, and accountability.
This framework underwent iterative refinement as new themes emerged
during the analysis. This analysis shed light on the prominent ethical
challenges and proposed solutions related to Al-based user profiling in
knowledge management.

4. Results and discussion

4.1. Frequency, characteristics, and sources of ethical considerations and
bias in Al

The development and use of artificial intelligence (AI) systems are
being closely examined for their ethical implications. It is important to
thoroughly consider these ethical concerns to ensure that Al systems are
fair, transparent, and respect user privacy. Table 1 summarizes the main
findings from a comprehensive analysis of ethical concerns in Al, cate-
gorized into five primary areas: Privacy, Algorithmic Bias, Trans-
parency, Accountability, and Fairness.

Privacy is a major concern in Al, which includes how data is
collected, stored, and used [6]. The thematic analysis identified privacy
as the most frequent ethical concern, appearing in 27.9 % of studies with
12 focusing on data collection consent and 9 on secure storage protocols.
Further studies, highlighted informed consent challenges in
image-based profiling, emphasized secure storage protocols both coded
under our ’Data Collection’ subtheme [22,30]. This data-driven
approach reveals not just the prevalence but the specific manifesta-
tions of privacy risks in KM systems. These challenges often stem from
inadequate data, samples that do not reflect the population, and
outdated information. The potential impacts of these biases include
creating skewed user profiles, excluding minority groups, and providing
irrelevant recommendations. These findings emphasize the need for
strong data management practices to protect user privacy and ensure
that Al systems do not perpetuate harmful biases.

Another important area of concern is algorithmic bias, which is
addressed in 25.6 % of the studies. Gender, racial, and age biases are
identified as problems in the analysis. These biases arise from de-
mographic homogeneity, underrepresentation of certain races, and
biases against specific age groups. The consequences of these biases are
far-reaching, including reinforcing stereotypes, showing cultural
insensitivity, and widening generational knowledge gaps. It is essential

Table 1
Ethical considerations and bias in Al-based user profiling for KM.
Ethical Key issues Sources of Impacts Ref
concern bias
Privacy Data collection, Data Skewed [6,
storage, and deficiencies profiles, 22-32]
usage exclusion of
minorities
Algorithmic Gender, racial, Demographic Reinforces [16,
Bias and age bias homogeneity stereotypes, 33-42]
cultural
insensitivity
Transparency Model Spurious Misleading [43-49]
interpretability, correlations insights,
decision unreliable
explanations analysis
Accountability Al ethics, audit Improper Unfair [50-56]
mechanisms, comparators evaluations,
legal compliance perpetuation
of
inequalities
Fairness Equal Cognitive Echo [57-62]
opportunity, biases chambers,
non- resistance to
discrimination, profile
inclusivity updates
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to address algorithmic bias to ensure that Al systems are fair and provide
unbiased recommendations and outcomes. This high prevalence of
algorithmic bias supports the findings of [15] that identified bias as a
key issue in Al systems used for auditing.

Transparency is important for building trust in Al systems, and 16.3
% of the studies focus on this aspect. Key issues include making the
models interpretable, providing explanations for decisions, and tracing
the origin of data. However, these areas are often compromised by
misleading correlations, overlooked confounding factors, and temporal
inconsistencies. These biases can lead to misleading insights, inaccurate
predictions, and unreliable trend analysis. Enhancing transparency in Al
systems is important to ensure that decisions can be explained and
trusted.

Accountability is another ethical consideration, with 16.3 % of the
studies examining responsible AI development, audit mechanisms, and
legal compliance. The analysis highlights sources of bias such as
improper comparators, contextual insensitivity, and historical bias
propagation. These biases can lead to unfair performance evaluations,
inappropriate knowledge transfer, and the perpetuation of past in-
equalities. Ensuring accountability in Al development is vital to main-
tain ethical standards and prevent the exacerbation of existing biases.

Fairness is a basic ethical principle, with 13.9 % of the studies
focusing on equal opportunity, non-discrimination, and inclusivity.
However, these areas are often influenced by cognitive biases, avail-
ability heuristics, and anchoring biases. These biases can result in echo
chamber effects, an overemphasis on recent information, and resistance
to profile updates. Ensuring fairness in Al systems is important to pro-
mote balanced resource allocation, unbiased knowledge dissemination,
and diverse user representation. Addressing these concerns is vital for
developing trustworthy, equitable, and privacy-respecting Al systems.
By understanding and mitigating these biases, researchers and de-
velopers can create Al systems that have a positive impact on society
while minimizing potential harm.

4.2. Proposed mitigation strategies

The analysis has uncovered a range of strategies that have been
proposed to tackle ethical concerns pertaining to Al-based user profiling.
The findings are presented in Table 2, which provides a summary of the
specific techniques that have been suggested, the intended outcomes of
these strategies, as well as the challenges that may arise during their
implementation. Each strategy has specific techniques, desired out-
comes, and implementation challenges, highlighting the complexity and
multifaceted nature of addressing challenges in Al systems.

Explainable Al techniques play an important role in understanding
how AI models make decisions. Local Interpretable Model-agnostic Ex-
planations (LIME) offers interpretable predictions on a local level, but it
can be computationally complex. SHapley Additive exPlanations
(SHAP) helps visualize the importance of different features, but scal-
ability can be an issue. Counterfactual Explanations provide user-
friendly rationales for decisions, but they must ensure that the expla-
nations are actionable.
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Privacy-preserving algorithms are designed to protect sensitive data.
Differential Privacy guarantees statistical privacy, but there is a trade-off
between privacy and utility. Federated Learning allows for decentralized
model training, but there can be communication overhead. Homomor-
phic Encryption enables secure multi-party computation, but perfor-
mance may be limited. Privacy is preserved through a layered approach
using these techniques FL, DP, and HE, which collectively address data
anonymity, compliance, and secure processing. While studies show FL
and DP reduces privacy breaches by 72 % compared to centralized
methods [32].

Fairness-aware machine learning techniques aim to reduce biases.
Preprocessing techniques balance training data, but this can lead to
potential loss of information. In-processing constraints optimize models
for fairness, but this can increase model complexity. Post-processing
adjustments aim to equalize outcomes, but this may come at the cost
of accuracy.

Ethical guidelines and frameworks ensure ethical practices in Al Al
Ethics Boards promote organizational accountability by requiring
diverse representation. Ethics-by-Design principles integrate ethical
considerations into the design process, although implementing them
within existing workflows can be challenging. Ethical Impact Assess-
ments systematically evaluate risks, but they require large resources.
Human-in-the-loop approaches involve human oversight and feedback.
Expert oversight ensures domain-specific quality control, but scalability
can be a challenge. User feedback integration allows for continuous
system improvement, but there is a risk of user manipulation. Collabo-
rative decision-making strikes a balance between human-AlI interaction,
but it requires careful definition of optimal interaction points.

4.3. Gaps in current research and future directions

The analysis identified several gaps in the current research land-
scape, as well as promising directions for future research. Table 3
summarizes these findings. These gaps highlight the need for compre-
hensive and diverse research to address the ethical, societal, and regu-
latory challenges associated with AI development and deployment. By
focusing on these areas, researchers can contribute to the responsible
and fair development of Al systems.

The current state of Al ethics research reveals several important
areas that require further investigation. One major gap is the lack of
empirical validation. Only 5 of 27 studies (18.5 %) tested frameworks in
real-world settings. To address this, future research should prioritize
large-scale field experiments to validate these frameworks in practical
settings. Another concern is the limited consideration of long-term so-
cietal effects. 5 of the studies have addressed this issue. It is important to
conduct longitudinal studies on Al ethics to evaluate the long-term im-
pacts on society. Additionally, interdisciplinary approaches are lacking,
with 4 studies integrating multiple perspectives. Collaborative research
across disciplines is necessary to incorporate diverse expertise and
viewpoints.

Cultural sensitivity is also an area that has not been explored enough.
4 studies examined cultural factors in Al ethics. Cross-cultural studies on

Table 2
Proposed mitigation strategies for ethical concerns in Al-based user profiling for KM.
Strategy Techniques Intended outcomes Challenges Ref
Explainable Al LIME, SHAP, Counterfactual Explanations Clear decision rationales, improved Computational complexity, [63-73]
trust scalability
Privacy-Preserving Differential Privacy (DP), Federated Learning (FL), Secure data handling, enhanced user Performance limitations, [31,32,
Algorithms Homomorphic Encryption (HM) anonymity communication overhead 74-80]
Fairness-Aware ML Preprocessing, In-processing, Post-processing Reduced discrimination, improved Al Trade-off with model accuracy [14,81-86]
fairness
Ethical Guidelines Al Ethics Boards, Ethics-by-Design, Ethical Impact Stronger Al governance, risk Integration into workflows, [20,54,
Assessments mitigation resource-intensive 87-92]
Human-in-the-Loop Expert Oversight, User Feedback Integration, Higher Al decision quality, increased Scalability challenges, potential user [93-99]

Collaborative Decision-Making

user involvement

manipulation
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Table 3
Research gaps and future directions in ethical Al-based user profiling for KM.
Research gap Description Future research Ref
directions
Empirical Lack of real-world Large-scale field [19,49,
Validation testing of ethical experiments 100-102]
frameworks
Long-term Impact Limited consideration  Longitudinal [59,87,
Assessment of societal effects studies on Al ethics 103-105]
Interdisciplinary Insufficient Collaborative [88,
Approaches integration of research across 106-108]
multiple perspectives disciplines
Cultural Sensitivity Under exploration of Cross-cultural [109-112]
cultural factors in Al studies on Al
ethics perception
User Empowerment Limited focus on user User-centric [27,52,
control and agency ethical Al design 113]
Ethical Al Metrics Lack of standardized Development of [114-116]
evaluation metrics ethical Al
benchmarks
Regulatory Insufficient Comparative [92,117,
Alignment consideration of analysis of Al 118]
evolving legal regulations

landscapes

Al perception are necessary to understand and address cultural nuances
and differences. Furthermore, user empowerment is an area that has
been neglected. While 3 studies have focused on user control and
agency. Prioritizing user-centric ethical Al design is vital to enhance user
control.

The lack of standardized evaluation metrics for ethical Al is another
gap. Only 3 studies have addressed this issue. Developing ethical Al
benchmarks is essential to standardize evaluation metrics. Additionally,
regulatory alignment is insufficient, with 3 studies considering evolving
legal landscapes. This means that comparative analyses of Al regulations
are needed to ensure alignment with changing legal frameworks.

The review further identified key privacy challenges in Al-based
knowledge management, including inference risks, where AI models
predict sensitive attributes such as political views from behavioural
data. Next, regulatory conflicts with GDPR compliance like anonym-
ization often reduces model utility and scalability limits of privacy
techniques like federated learning, which face communication overhead
and lack real-world validation. These issues are intensified by the
transparency-utility trade-off and long-term "ethical debt" from evolving
re-identification risks. Proposed mitigations such as differential privacy,
homomorphic encryption are noted in Table 2 but require further
empirical testing.

4.4. Effectiveness of proposed mitigation strategies

To assess the effectiveness of the proposed mitigation strategies, the
review analysed studies that included some form of evaluation. Table 4
summarizes these findings.

Each mitigation strategy demonstrated positive outcomes but also
had specific limitations. Addressing these limitations can ensure
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effective ethical Al implementation in knowledge management. The
analysis of mitigation strategies in Table 2 revealed a disconnect be-
tween proposed techniques for example LIME for explainability and
real-world validation. While 26.1 % of studies advocated explainable AlI,
only 11 included user testing which is a gap quantified in the coding.
This underscores the need for empirical evaluation frameworks.

The effectiveness of proposed strategies was assessed to mitigate
ethical concerns in Al-based user profiling for knowledge management.
The process involved analysing various studies that included evaluations
to gauge the impact. User studies and expert evaluations were used to
evaluate Explainable Al Techniques. These techniques were found to
enhance user trust and understanding and improve model interpret-
ability. However, their effectiveness was limited to specific user groups,
and there was a potential for expert bias.

Each mitigation strategy demonstrated positive outcomes but also
had specific limitations. Addressing these limitations can ensure effec-
tive ethical Al implementation in knowledge management. The effec-
tiveness of proposed strategies was assessed to mitigate ethical concerns
in Al-based user profiling for knowledge management. The process
involved analysing various studies that included evaluations to gauge
the impact. User studies and expert evaluations were used to evaluate
Explainable Al Techniques. These techniques were found to enhance
user trust and understanding, as well as improve model interpretability.
However, their effectiveness was limited to specific user groups, and
there was a potential for expert bias.

Privacy-Preserving Algorithms were evaluated through simulations
and case studies. These algorithms provided effective privacy protection
with minimal loss of utility. However, the findings lacked real-world
validation, and successful implementations were limited to select or-
ganizations. This highlights the need for broader validation. Fairness-
Aware Machine Learning was assessed using benchmark tests and lon-
gitudinal analysis. This approach reduced bias in model outputs and
showed long-term improvements in fairness metrics. However, there
were potential trade-offs with accuracy, and the evaluation process was
resource intensive.

Ethical Guidelines and Frameworks were evaluated through orga-
nizational surveys and ethical audits. These guidelines increased
awareness and compliance within organizations and helped identify
ethical vulnerabilities. However, the surveys were subject to self-
reporting bias, and there was a lack of standardized audit procedures.
Human-in-the-Loop Approaches were evaluated using performance
comparisons and user satisfaction surveys. These approaches improved
decision quality compared to fully automated systems and resulted in
higher user acceptance of Al recommendations. However, there were
concerns about scalability and potential confirmation bias.

5. Conclusions and recommendations
5.1. Conclusions

The review examined ethical considerations in Al-based user
profiling for knowledge management systems, analysing 102 peer-

Table 4
Evaluation of mitigation strategies for ethical Al-based user profiling in KM.
Strategy Evaluation methods Key findings Limitations Ref
Explainable Al User Studies, Expert Evaluation Improved trust, better model Limited to specific user groups, potential [63-73]
interpretability expert bias
Privacy-Preserving Simulations, Case Studies Strong privacy protection, minimal utility =~ Lack of real-world validation, limited [31,32,
Algorithms loss generalizability 74-80]
Fairness-Aware ML Benchmark Tests, Longitudinal Analysis Reduced bias, long-term fairness Accuracy trade-offs, resource-intensive [14,81-86]
improvements evaluation
Ethical Guidelines Organizational Surveys, Ethical Audits Increased awareness, better compliance Self-reporting bias, lack of standardized [20,54,
audits 87-92]
Human-in-the-Loop Performance Comparisons, User Higher Al decision quality, improved user  Scalability concerns, potential [93-99]

Satisfaction Surveys acceptance

confirmation bias
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reviewed studies published between 2020 and 2024. The findings
highlight two predominant ethical challenges, privacy concerns
(addressed in 27.9 % of studies) and algorithmic bias (25.6 %) which are
intensified by data deficiencies, demographic imbalances, and a lack of
transparency in Al decision-making. While 73 % of the reviewed
frameworks acknowledge these ethical risks, only 28 % propose
actionable mitigation strategies, revealing a significant gap between
theoretical awareness and practical implementation.

A key insight from this review is the lack of research addressing the
long-term societal impacts of Al-driven profiling in KM contexts in ac-
ademic and organizational settings. The absence of standardized eval-
uation metrics and interdisciplinary approaches further complicates
efforts to align Al systems with ethical principles. This gap between
theoretical ethical frameworks and their practical application, empha-
sizes the need for a more nuanced approach to Al development. Intro-
ducing the "Ethical Debt" framework marks an important step in
understanding the long-term ethical implications of Al systems. This
concept offers organizations a way to quantify and address the ethical
consequences of technological advancements. By acknowledging ethical
debt, organizations can adopt more holistic strategies for Al deployment
that balance innovation with ethical responsibility.

5.2. Recommendations

Addressing the ethical challenges in Al-based knowledge manage-
ment requires an integrated strategy. Organizations should implement
an Ethical AI Feedback Loop (EAFL) system that allows for continuous
monitoring and iterative improvement of user profiling algorithms. This
is important given some of the studies proposed no actionable mitigation
strategies. Unlike static audits, EAFL enables continuous adaptation
closing the ’actionability gap’ found in the studies. This approach should
utilize federated learning techniques to gather insights while safe-
guarding individual privacy, ensuring that ethical considerations are
integral to the development process.

Creating standardized ethical Al metrics is essential for establishing a
consistent evaluation framework. These metrics should assess Al sys-
tems across fairness, transparency, privacy, and accountability. By
setting clear, measurable standards, organizations can transition from
theoretical discussions to practical, actionable ethical guidelines appli-
cable across various knowledge management contexts. While the Ethical
Debt extends technical debt concepts to ethical risks, addressing the
long-term impact gap. The complexity of ethical Al challenges calls for
an interdisciplinary approach. Successful implementation will require
ongoing collaboration among computer scientists, ethicists, legal ex-
perts, and social scientists.

This collaborative model fosters a holistic understanding of the
technical, ethical, and societal implications of Al-based user profiling,
breaking down traditional disciplinary barriers. Future research should
prioritize longitudinal studies exploring the long-term societal impacts
of Al systems. Cross-cultural research will be essential to understand
how ethical considerations vary across different cultural contexts, aiding
in the development of more inclusive and globally responsive Al tech-
nologies. Expanding research methodologies to encompass grey litera-
ture, industry reports, and multilingual reviews will provide a more
thorough understanding of the ethical landscape.

The organizations should view ethical AI development as an ongoing
process of learning and adaptation. This involves continuous moni-
toring, proactive risk identification, and a commitment to updating
ethical frameworks as technological capabilities evolve. The future of Al
in knowledge management should focus not solely on technological
supremacy but on creating systems that respect individual privacy,
promote fairness, and contribute positively to organizational learning
and societal progress.
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